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DETAILED ACTION 

1. Claims 1-24 are pending in this application. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1-5, 7, 9-13, 15, 17-21 and 23 are rejected under 35 U.S.C. 102(b) as 
being Yokote (Pub No.: 2002/0157024 A1). 

4. As to claim 1 , Yokote discloses a method of secure communication (FIG. 4) 
comprising: providing a communication implementation between at least first and 
second parties ([0030], lines 6-11); establishing a secure tunnel between the at least 
first and second parties using an encryption algorithm ([0048], lines 15-18); 
authenticating between the at least first and second parties over the secured tunnel 
([0048], lines 13-14); provisioning secure credentials between the at least first and 
second parties using the secured tunnel ([0048], lines 13-14 and [0049], lines 5-8). 



5. As to claim 9, Yokote discloses an implementation for enabling secure 
communication (FIG. 4) comprising: an implementation for enabling communication 
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between first and second parties ([0030], lines 6-11); an implementation for establishing 
a secure tunnel between the at least first and. second parties using an encryption 
algorithm ([0048], lines 15-18); an implementation for provisioning secure credentials 
over the secured tunnel between the at least first and second parties ([0048], lines 13- 
14 and [0049], lines 5-8); an implementation for authenticating between the at least first 
and second parties over the secured tunnel ([0048], lines 13-14). 

6. As to claim 17, Yokote discloses a computer usable medium having computer 
readable program code embodied therein for enabling secure communication (FIG. 4), 
the computer readable program code in a computer program product (Abs) comprising: 
instructions for communication between at least first and second parties ([0030], lines 6- 
11); instructions for establishing a secure tunnel between the at least first and second 
parties using an encryption algorithm ([0048], lines 15-18); instructions for 
authenticating between the at least first and second parties over the secured tunnel 
([0048], lines 13-14 and [0049], lines 5-8); and instructions for provisioning secure 
credentials between the at least first and second parties ([0048], lines 13-14 and [0049], 
lines 5-8). 

7. As to claims 2, 10 and 18, Yokote discloses the communication implementation 
between the at least first and second parties is at least one of a wired implementation 
(FIG. 2, item 145) and a wireless implementation (FIG. 2, item 135, [0038], lines 1-5). 
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8. As to claims 3,1 1 and 19 Yokote discloses the method wherein the encryption 
algorithm is an asymmetric encryption algorithm ([0051], lines 3-5). 

9. As to claims 4, 12 and 20, Yokote discloses the method wherein the asymmetric 
encryption algorithm is used to derive a shared secret ([0051], lines 3-5), subsequently 
used in the step of establishing a secure tunnel ([0051], lines 5-7). 

10. As to claims 5,13 and 21 , Yokote discloses the method wherein the asymmetric 
encryption algorithm is Diffie-Hellman key exchange ([0052], lines 1-4). 

11. As to claim 7, 15 and 23, Yokote discloses the method further comprising a step 
of provisioning a public/private key pair on one of the at least first and second parties, 
and then to provision that public key on the respective remaining ones of the at least 
first and second parties ([0048], lines 15-18 and [0052]). 

Claim Rejections - 35 USC § 103 

12. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

13. Claims 6,8,14,16,22 and 24 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Yokote in view of Palekar et al. (US 2003/022601 7 A1 ), hereinafter 
Talekar". 

14. As to claims 6,14 and 22 Yokote doesn't explicitly disclose that authenticating is 
performed using Microsoft MS-CHAP v2. However, Palekar discloses that 
authenticating is performed using Microsoft MS-CHAP v2 ([0082], lines 1-4). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify Yokote by performing authentication using 
Microsoft MS-CHAP v2 in order to "a fast reconnect mechanism can be provided to 
allow wireless connections to be quickly resumed and to avoid service disruptions each 
time the mobile user connects to a different wireless access point" (Palekar, [0010] lines 
2-6). 

15. As to claims 8, 16 and 24, Yokote doesn't explicitly disclose the step of 
provisioning a public/private key pair comprises providing a server-side certificate in 
accordance with Public Key Infrastructure (PKI). However, Palekar discloses the step of 
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provisioning a public/private key pair comprises providing a server-side certificate in 
accordance with Public Key Infrastructure (PKI) ([0069], lines 21-27). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify Yokote by including the step of provisioning a 
public/private key pair comprises providing a server-side certificate in accordance with 
Public Key Infrastructure (PKI) in order to "allow wireless connections to be quickly 
resumed and to avoid service disruptions each time the mobile user connects to a 
different wireless access point" (Palekar, [0010] lines 2-6). 

Conclusion 

16. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. See accompanying PTO 892. 

Alao (Pub. No.: US 2004/0034772 A1) discloses a method for accelerated data 
encryption using public/private key pair encryption. 

Balfanz et al. (Pub. No.: US 2004/0098581 A1) discloses a method for 
establishing and using a secure credential infrastructure. 

Swander (Pub. No.: US 2004/0049585 A1 ) discloses a method of sever side 
configuration of security parameters. 

Narayanan (Pub. No.: US 2004/0148430 A1) discloses a method for establishing 
secure communication tunnels. 
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17. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Suman Debnath whose telephone number is 571 270 
1256. The examiner can normally be reached on 8 am to 5 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nabil M. El-Hady can be reached on 571 272-3963. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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